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RN BUE -

BELIES S EIRITAE @ L R 4 e 25 9 FH R E P25 _E /Y ICMP-Ping (I R D RE EITUE S80S

CBUE/53H) © HFBINLINAE N HUE -

Bl ARP RN ¢ [V ERZr 2R FHEsl I ARP Do Y DHRE 2R IiE & 0 S (50E/ 5= 1)
EST NN = VAN G

RRREHEIAE ¢ I B R R AT B IR TR B B SIS/ ]) « RFBIAIETIRE 53] -

RN © O EonZe s thesiy i R AN B R4 -
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5.1.5 VPN B ZFHRPRE

O VvPNEHFHMES

VPNERCE s
Ci#EAmEEE S H 0
o[ fEHREE R E 150

PPTPE %3 =

VPN R ERTS: b BonZe =it h2sHy VPN DHREETN AE . -
EfEAERRERE ) BonZe 2 E thEs Y VPN DhEE HATE L IR BN ELE -
A EFARRERE ¢ It BonZe et tasy VPN DAL H Al el E AV E £ & -
PPTP k3583 © B PPTP [RS8 G TTE ©

5.1.6 2 HERERSETR
0 HE
&% AE3 ]
RAFIHERSEE © W EREAAEZ 2 s HEC S ks -

5.2 BRERG KA E BRI E

5.2.1 FHERE

LEERE TR s IR EE LN D AZY - Zeais hast 2@ ig W (E497 “admin” -
FEZENER > BRI NES MEL —REFI SR E L EE U EHEEN | #EEFEL  SRFEEe
NEEEERZ 2R HEIKERL - IS T 2 RS AT _EAY Reset 8 HFVLLE > IREEIH H
A B ERNREENRE -

O THERH

HAFP& : | admin
=8 ||
ERAPE : |adnin
BAHES : |
ARSAHER ||

18



(D

your future life

VPN QoS &z &ktHhzs

APt I #IAAEERILY admin »

AT EHEFRIHER (H #4aEBIAY “admin”) -

EXARA Wy AR 44 0 WlQno -

B AR - TR AT

BXWmANES FE S i DA -

HE R L B E " RN FrE SO BN B 4L -

HUH - R AZ L RUH B RN FrESOE BERINE S IERELIN T " Fi5)
TEZRIA =A% -

5.2.2 RGNEIEE

L thas o] UK BN R - LSRR 2R AR L B0 B R FEHIIT R E R DU T
R ARVIERESE] > DURAE N SRR B HUA 48 SURAI RIS - AT DU 524 2 B8 thas N 2RI
HRA (AU 55 25 (NTP AR 3588 HUSH [R][R120 - B0 CIRE IR (| 247 -
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SN AR 523 [E2D © R WA RS - SEIEZDHHE -

& EiEmemESEES

C FrhNEeE
FIXiEEE:  |Hong Kemg (GNT+08:00) =]
mom: Mas WP AR Bafo gk B
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X #EHE - SSTF T SR B R AT A A X DAIERA (s 2 e (] =
HEHh E R PR A S H Y T2 B - TR ASEHERY HETTEE - e apg it

AL B30 5 2 Ve ] -
SRR I SRE AR R RS 2SI AR S S -

HE - A B =N Fr s B BUA BN E S -
UK s I HIEI 2 ERRNIA AT R i B SO BE N ESE - IR EL AT IAE )
TEZHIA AR -

FaNEERE : EXEMALREIRE N %8 By - BS54 -

O BiEeRESEE S
& FHREEHMN

e W7 s |1 L3

|7 A |4 AH |2|:|c|a ¥

BN RIS N BT B IR BN B S SR bl B0 BIZE RN AT ik BN S SE
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TR E

ARETTIEAA ISR E - WRSHHIH R - BE AR T EARAT R EC L R R -
PIEEHE R — L m E i A (A — DR E R - ﬁiiéﬂibﬁﬁi&% CIESHLURE T ¢

6.1 R E

FHLE#FHE: | |smB (o ISP BRI
Pl FEEE: | [smb.com (L 15P BREiA)
0 P
K rip Bi%M
@ |Pv4 Only IPv4 IPyd
I piRIP 1B IPv4F0IPYE {E R IPv4F0IPVE
1Py IPvE

O EEF(LANEORE

MAC Hbdtis5E 00 -7 -[16 -|05 -|4F -|D4 (R {E 00-17-16-05-4f-
d4)
IP idt 192,168, 1.1 T PSS © 255.255 .255.0
HE R E =
EEE

O EiEEMIGE
BEMERAR: 4[] (REE )

L] RN [
rERRE B=0ErS IP it (2SR AR RS E R &) &
R RE BEhES IP itk (5iRH AT RRRE R &) &I
iR R BzNEnE IP ik (#5iRls AR E R &) &
riERARE BzNErg IP it (28R RR RSB R &) &R

UsB1 3G 1356 R

UsSB2 3G 13.56 E: Lo

i
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6.1.1 FENLHRFIRE

LR [snE (ELEISPEREA)
A ZH | =nb. com |GRELESPEREIA)

H AL PR SRR (ENAAFR) DU - LB R ZEEME A B E MR EN A -
PRIFFFRIZERETRK |

6.1.2 Fi®M (LAN) EOEE

LB ZF 2 B FHESAY LAN BN ERRIZE Y 1P Hill > 22408 192.168.1.1 » &S} 255.255.255.0 - f
A] DR BRI PR A 44 2R A S B -

O BBF(LAN)EOE B

MAC $bibise 00 17 16 .99 45 20 (3&i{E:00-17-16-99-45.20)
IP Hht :192.,168.0.1 FFAfED 255,255 .252.0
% ERIREE Fidl

| PEAE

IP 85 & -

P FEEE A E B L 0] LLBE I (LAN) 1P ~ Zf17 IP(DHCP) & CEH ©
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O EEM(LANEORE

IP it 192 . 168 . |1 . |1 T RIRER 255 . [255 . [255 . [0

=HEHERE | (=g

B BP it
TF MRS
O == P e
HEDHCP RS This
+ [
DHCP R 5 Thie HrE
$BAS 1P ikt 192|188 |4 100
#£507 P it 192 168 .M 149
XML (LAN) I E -

ZIECA LAN P 192.168.1.1 » F-Pf#EHS/ 255.255.255.0 @ fE AT DARHR SLFR I £ 2R A ) -

Multiple-Subnet %+ E :

==}

LI ST FHEASGRREEANAY T 1P stk DUR - POHES - BTSSRy T E R - LEThRE=E
R TB8 25 sk B HoA B 1P IO AR HH 25 A FTHY sk B o XA fRpIsk ) iy PC 5 R ELREH)
IP FTFERY P B A [E] 108 FH 5 A Sl Bt T DU o] - 28Ry - [RRINER R E 42 A 2 A [FIHY 1P RIEL -
B0 192.168.3.0 > 192.168.20.0  192.168.150.0 ZZ5 - FEEXELIELANAE] TR > NEXEEPAELHY A BT RATLA

FAUEFMESE AT PA_E R > 3 B ] DUR R SREY SE PR P& AL B (F -
B IP -
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PEHESA —4H Class C 1Y DHCP k2525 » BOMEZRCE » o] AR HLEIE ML N By T ENLE shHUS 1P FVIIRE
(I NT R 2528 DHCP fR55 ) » #FAEEE PC A RICE S ER P bk - B ENIFVUG - BEoT Mg
FHeR E ShEUE: 1P Hidik » T J7(E -
#EYA 1P HEHE - Z B 192.168.1.100 (Y IP HEEFFAAK T « R LARIR LR AR SKRILTE -
b 1P HEHE ZAERIN 192.168.1.149 1Y IP b A B /5 A& 1P > HghZ i il ik 50 &t &
VLE HEUS 1P ik -

6.1.3 IR WAN RIEEEXEE

TR 4R SRR
O FiERRE
REFEEAR: [ 4[<] (RRE 4)

]l E5 T TP Es . ;s
AT N R B=0ETiE IP #iht (SRR E R &) izt
RS B=0ETE IP #iht (SRR E R &) izt
AT e BzhETig IP #hht (He2LiEH R 2R E ) &R
AR BzhEIE IP #hht (HE2EiEH R SR E &) izt

UsSBA 3G 135G iR

LUsSB2 3G /356 RiE

BOME [ IELFTE WAN B2 E -

ERRSEERESRADIRGS ¢ LT RIZT e 1 H AT E AV LR - 2Bt e ft M IR SR E + B
IP Skl § [E]7E IP Hithl: ; PPPOE 4 SHAHL : PPTP $S BANLLL R B R -

BB : i gm0 mT DU AT S BRA LIRS IR B B L - S BHBIRSIREIES B DU T AT > It
Helic & E R 4 ICHY BRI LIRSS IR & -

B oAU 1P il (SI7S3R1E 1P Hfthk/DHCP Fif=)
BEN 2 s thas S BN BAALIT 20 BEBRHL 530 DHCP 25 i B S HUS 1P 23K - 2500 LA T-an2e S ikl g

TAESEE DHCP F Im A UIRESE R - SRy HERRENIT - IEEREERAVIREHSH LU

O E -
FEE SIS 1P 2 > ERTLLEE A E 7 DNS Y IP st » ZJZE b e i HE ASGE(EAIHY DNS g5 1P Hidk -
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I ¥EF RN

DNS IR %R H &)
DNS I &2 H)

I i e
HEHE
EE&EEND

KA MR
MTU :

BEORE: [

: [EhEE T I QPR P =]

IV $5H 2L FDNSE &5 1Pl

8 TR TS CR
S TS TR G
v iase iR
: M 1 = | A 24D
: | a2 Tl Bk 2 1 = P
: I?-‘:PH vI
(-} LG S i BT = = = = cind 53 = [ 5= £

& Bzh C Fzh |15':":' hyte s

fE R LU HY DNS fiz 523 1P Sk

DNS k%43

BRI ETHR

[ R ]

HETHE -

fREsEERED

PR8I E SERY DNS 2588 IP sthik -

W AR E TR LSS AT IR S8 WP bk R A4
R AE A -

FJEILIN E 25 F TSR AR AINLA] o FEREE IR - AT AL
AR AN RIEIRRS] > FIAIMGE R 12:00 752 6:00 Z [AI75 AN > S
FENLIRS 2PN - BT REERERA GENE] - IR SISk
LRIIEIR] » FTA S EZT IR M [T L = DRI T S
i A HMEENEERL T SN E o L - TR SR
LRI IR K B ATEANLAE TN > 50T DUS A LM LA LT Sk 2 —
1R 12 IR 5 e <) R ] = e e ot a2 9 g N i L IR Y 24
AT LRI A s

S AL T3P W2 B R 55 Y HL Bt [

iy NS SEAE LTI s T BER 55 2 T2 KB (R FHAG R B Y AL 42
FE BT B LN [ -

LT R BN O E o BRI O & 1R -
RO 2B S T S [E — NS E R B LA T3 T -
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HEATIHRIEEA

TS B s 4 2 ST L (Switch) » AT DAS e T2 TFERDIAE
B SRFFEHE A FEN RBEUEE - WO i R RE S et
BOME T A WA ThEE S -

MTU & Maximum Transmission Unit FY4E5. » 1] %5t 5 ek Fo) iz d] » —
FREBRINTY 1500 © AHZAEAR[ERILEI T T - algE = A ERVEE < .
L ADSL PPPOE [/ 58 % % (ADSL PPPOE MTU {H : 1492) o —f&{ FHERIA
Auto B[R] » AN AT E -

R BN B SN AT s ESOE BENE AL i bz HUH RIEEFRNIA Fr 2 s B etk
BENESE > IRELAFTHINEENEZ A4 2B -

EE 1P HrHEEANL (F57E IP ik ) -

EIEHEERAZAIE Y 1P bk

LRI 1> 1P B 8 1 IP ) RO L - RS E BT

9 1P (5B ISR DL T/ B A S B S eh -

EnfE: I'l'l'ﬁ.Hl

FEEF PR [JEETR (i (EEIPEAISLEERP) |
rFERPE: o 0 o
FREEB: o p P
BURExX: 0 p o
DNS BEBE®: o o P ]
DNSEEBEM: 0 ]
Vet i
IssEasgEE: ) | 3| | EhEssscasErED
WO [ iR E
EsEEO: [Xd 5
HERHEAFE: C2 GF  EhLEIE S E T FR s )
MTU: & Bz O Fzh |15'3"3' bytes
e
I 550 1P it ¢ i A SCHYEE T A T (P 1P sk Eeep—A> -

TR :

b NIGHV I E A% A& B AT (RS 1P A5 P RS > 4
K 8 ANEE IP MLk : 255.255.255.248

KL 16

NETE P bl ¢ 255.255.255.240
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BRARISR -

DNS i 9528

J IR AR ¢

J IR AR ] -
HETHE -

fEEE R

FEA MR -

MTU:

i ASSHY BB PR AT 2 A R (5 P ] 2 1P kY BRI P S 25 (8 F ADSL A -
—RE 1 KEDE ADSL 79BN (ATU-R) HY IP Stk -

W ASRHIZ E T PTALE (YA VRN AR 25 28 1P bk > B/ DIEA—H > R uE
H -

LI H =8 TS R AL - AR » IR LR 55 =
AWFRIFIPRA] - BIA1AMZE S 12:00 F75E 6:00 Z[A] 754NN - SEEFBATIAR 552
Hall o RN REEHE A EIRILG] - FLERCE LT BT LR R - PR 22
%NS R AN L S PRI i - BTN - A 2 AR HIE
BN o BRI - O T RERAE ST 2R AR (R R 2R L DT - A5H]
PUJE FREATLRIAE LT S P £ il — B INF ]+ SeeReir b Ay AT L2 L e T 3o o
ZANO 8] - BT BUB/ D LT g i Ay s -

S AL 3B m T 2 R ke 55 B A U [

i NI AR LT S W R 55 2 B2 KB R T 4R R i Y B L2 EH L E
I RSN ] o

bl A B 9D E » 18 R U — T I O 4% o i A
B S ITIRI [E — AN B E R ERA LAY I T -

R IR B A RE R SCHI L(Switch) » FTRLAE TR R DIREFS ok
G R TIENRBERE - WIS AR S et BOME T E
T2 L DIRE SR ] -

MTU >y Maximum Transmission Unit 455 - 0] 3% 5 o8 o sRI%Ed] - —RREA
771500 © fHZAEAEIHIRIZERF T - BT RE{E N [EIAVEL(E - LA ADSL PPPOE
AR £ % (ADSL PPPOE MTU fE : 1492) - —fi&f FBLIA Auto BITAT » R ER L

feT R -

I T B TE R TSSO RO BN A BHL - AL N B S P s s Eg
BRESE  IHMEN AT A 2 -
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PPPoE i S B -

LI ADSL RIS (5 F (35 1§~ ADSL PPPoE) » S AL E B 45 THYE I B LAFE S @05 I L2 = B i Es Y
#F PPP Over Ethernet ER{HHAHL » &2 HY PC ZRTIE AL HIZE BT, THY PPPoE $k SERIFHYIL - 1HHF

HIEPR > AT F A I A EREN 2 -

Enﬁi I'I'I'ﬁ.Hl
I EEESR : [PPEoE BIE GISLEAEARF) =]
APE&: |
=8 |

C mHE |5 S+ BahBRLE.
* REEE . ik |3'3' # R BahE R

W B iasie
IR | 1 7 | |

iR | SR IR RIS

fEESEED: |9€Fﬂ ~]

(T EIAE T 2 4B i)

HEAMEMRR: 8 & F @RI B E b T e
MTU: & Bz " Fzh |15'3"3' bytes

M4 W NGRS E B PTIZ A R P 5 -
W W A SCHY L E B RTIR A HIE S -

PRE ()5 HhE Sl

BEINRERE B 1L ATHY PPPOE X BEERE WS (] H el SThEE » S Al 2

A MRS - Zeig ey = HNEBOARTZE R B SIS B > HRLZ%
— BRI R BTN - MARG=ENEE - EATLLETH AFTRZEAL

BEEe B ohB LR 8] > BRI 5 70 -
ORFFERE
PRI R] - BONEDY 307 -
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I LR

[ IS LA ]
TR -

fRE&EREO

SRS

MTU:

R BN B SN TR e E SO BN T SAT - radi bzl BUH" BI&7EFRNIA Fr & shev g etk

LI H =8 TS SRR AL o ERREE R, o T T ERATLAR
F AN RIAYRRE] - BIAIMZER 12:00 EE & 6:00 2[RI INGE - SEEAFEL
VIR =T - BAL REEHEEA B RLH - EE U W &bz
PR 2 L) BRI M7 (BT BT L S R R T > BSR4 22
FIEAHEH T SN2 o FiL - TR R SR A R R =
BRATLA U - Z50] DUS R AT LR LT BRI i 2 i — BT 1R] - JeRpsrig iy
AR E BT IR M5 1R] BT URR LT S P i £ i (o s

S AJEG 3R e T 2 R ke 55 B R U [

ey A SO AT DR T35 i 4 AR 55 2 A2 K I (RIS AE T S Y AT L2 £
BT R RS 5[] -

el A S E w9 E - 1 RS HUE— T IR O 1% -
TEROZ B S LT IR [E]— s E R BT LA 3y 1 -
NI 2R A R B 2 S L(Switeh) - BTRAATE TR R DIRE TS
SKFrm AN TR A RREGEE - B IR RREE S22t - BUAME
TE ) MR TIRE SR -

MTU 2 Maximum Transmission Unit (V455 » B %58 el Falied] » —#%
ERINTY 1500 - (HZIEARERYMEIE T - aIRE =R ERVEE < T2
ADSL PPPOE [/o{k 5t 5% 2% (ADSL PPPOE MTU {H : 1492) - —f&{# FH®BAIA Auto
BIE] » NFRMEUEA A -

BRESE  IHMEN AT A 2 -
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PPTP RS BXHL -
LT PPTP (Point to Point Tunneling Protocol) HASHIFEA ~IE A E LA THIERZ AR S EHE I Ll a
S FH 25 AR PPTP ERPREAAL -

BOfE: [

FEER EERE2ER : [FPTE R5E (ADSLERIEFFTERIF) =]
rEReme: pF
FHEES: o 0 oo
BURX: [0 o o
APs&: |
=8 |
cmEl | seasme.
¢ REEE, DKE0  BEOIEHEE

W At
IEEwReE: p | | m | ] mnEess D
MEHE: [ SusiAREEnaE
BESEREN: (XA 5]
HEXBERE: O & F  FHEEE SR i)
MTU: & Bz CFzp [1500 ] pytes

R
I 1P i i NI E BT 2 R T R & E 1P sk ey E R —A -
T-PAHERG T NI E BT 2 R AT {8 & E 1P stk Ry Fehd
BRINSR tey \ SN 37 P TR 2 1 T (o P 5 2 1P Stk BRI PO 5 - 5 2 fe ) ADSL
HYIE » —REIeRE S ATU-R HY IP 3L -
P4 W AR IE E P A HIE B E -
G W ATEHYIEE PR A I E B -

WE() TSI« IEThRERESILIREY PPTP SR BEEARE WS M B el SThEE > HEME 2R
ERFRRI > Zepttids SHANEEBARVZERE IR SEL - B —
EeI R N BTN - AR EE R - TEHEE L XA B SR 2t H
BN 5 o3 - SR LB TR AP RR Y B ol S RN ] -
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ORFFIERE -

I 2R

PSR )
PR

i AR

SRS

MTU:

FEIHRERE S 1L RHY PPTP R HE R LLRE ST EL B shE L - M A ATLAB TR EE
HrRBEET R - BRIAME 30 F) -

CIZE T E =B R IR AHRRAALE] o AR, - ISR EAATLAR
FANFRIFRRAE » FI41 M2 R 12:00 FE 2 6:00 Z [A] 7NN > SEEFIE
VIIRSS =T - BAL REEHEA B RLH - EE U W &bz
PR 2 L) BRI S M (BT BT S R R T - SRR - A 22 H
FIEAHEH T SN2 o JiL - TR e SR A R R = Y
AR I - 5T DS A A LAIE LT I 2 it — BBt [A] - S Rprig iy
A2 EL T T S BN [R] > BT DB D I B W ity s

S AL 3B m T 2 R Al 55 B A U [

ey A SO AT IR T35 i 4 A 55 2 A2 I (RIS AE T S Y AT L2 £
HeT AN

bl A S B D E - 1R U — T R O 1% - s
PRI B S T S [E — M E R ALY IR

NI 2R A R B 2 S L(Switeh) » BTRAAE TR R DIRE TS
SREEEHE R BN BEUEE > WINEMNEHEANRRESZet > BME
T4 MR TIRE SR -

MTU & Maximum Transmission Unit fY4E5S. > 7] %8 H ZIel Fol R 6] - —i%
ERINT 1500 o (HZIEARERYEIEF - nIRe AR EREIE - Lo
ADSL PPPOE R0 1) 5t %% (ADSL PPPOE MTU {H : 1492) - —fi{#i FHERIA Auto
BIA] » RFE AT % -

A P B SRR TSSO RO BN BEL - Ak e N B S P s s eg
BRESE  IHRENRTRINEREN e A 2 -
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BT (Transparent Bridge ) :

LIAET TR 1P ELEZ AR 1P T 7 SR A PIEB SR ALY IP(f40 192.168.1.X)i » EIHRE ] LLIEACAR
FECFEAZEN » RIS FIREARI LSS o G IS H Oy B AR R - XA LLOREE A Y AL
HY 1P BB A AP P {528 LUOEH FRA -

LR BE PN IR o TSR U M E A R - AR T USRI S -

BOfrE: [Fa

IR EERN: [Trasparent bride: (BETRRR) 7]
IEREPSEE: 0 o o
FE#EB: 0 o o ]
MARX: 0 o o ]
DNS BEBE®: 0 o P o
DNSEBEE@&Em: 0 o o o
ARPHEZEE: 0 0 P P g
AMPHEEBR2: 0 0 0 8 g0

M B aE
IEEagnE: u | 3| | EhEesoaErED
MORHE: [ | meiAmeamaE
EsEED: (XA 5|
HERHAFE: C 2 G F ErEIR SRR
MTU: & Bz Cogap [500 | bytes

HEE:

TGN 1P il o AR E R FTZ A WY A (E I EE 1P ik eyH s —

TR iy A\ SRRV E R PR A Y AT (E & E 1P k6P RS - 40
255.255.255.240

BRIARISR i NECHY I E T &2 R T E F EE 1P kB BIA R 52 - R
ADSL 1% » —f&iisKER/Z ATU-R HY IP 3L -

DNS Az 5525 : iy \NIESHY i E R T RUE R PR AT IR 55 28 1P Sthk - i/ DIEA—4 - i
Za[HE T -

INP 1P RS i AR E T AR B (E R EE 1P S A5 R E R 4 I

PRASAELREY 1P LSO - AT L RIEA
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ISR CIRIETH =B RIS SRR o FERREEDE - TRl I
UK S5 2 A B TR AIPR AT BITATMZ & 12:00 75 2 6:00 Z R 7NN
AU =il - SR RES e ELH - B 8
W ERAIBEIR] - BT SR SRS SN IRV L = IR iy - ST
BN - AR REEIGER T ML o R TR eE
S A W £ g (] R B Y EBRATL A DI > JE5RT DS P IECATLARAE L TSR T
ERRT— BT TR] > SR AL AR FE e T S RSN ] > TR
TRV RET IR Pfr £ Y el o

J I 2 ] B BT3P e S 2 R 55 T AL (8]

R - i NS AL LT 380 T T2 PR 55 2 AT 25 I ) TH A R 9 1 B
Pl E BT R S5 -

fRE&EREO EELL A E LR I PE - TR E I S L %

A N S L g [E]— i E R AN LAY T S 1
Y B 2R A R 2 S HU L (Switch) » RTDAASE T2 RFEThRE
FIE - KB TR R EdR L - AR R HAREE S %R
P BOAME " & MR EETIRESR M -
MTU: MTU 5 Maximum Transmission Unit FN4EE - B %58 el Fal 3]
—fREBRIATY 1500 » AHZAEAR[EHYRLERA I - Bl e RN [ HYER
{H - JCDA ADSL PPPoE HYJIR) /% (ADSL PPPOE MTU {H © 1492) - —
R A FHBRIA Auto BIT] » R ER (Aol % -
M N B EE NI FrE shiEBOR BENESEL » S “HOH BRI E RN A T iy B ik
BEANESE ERELITHINFMESIEZ RIA AR -

SRS

3G /3.5G
R G R AT 3GR.5G KLV E ¢
KPR HHESY 3G THREBRIA VS » FE50 2 USB 1% B T H e H rh— ME DU E 3G THAE -
O jEiEEmRE
HES SRR 4] (FREE 4)

Ll b5 PR Es Tt U [
riE 1A B=NETE P il S ER R E) BiE
rE R A B=hEnig 1P il R EE RS E ) &R
riE AR BEhEriS P it (s R E R &) wiE
AT R BzhETig 1P il s RE 8RR 2) &

usB1 3G [3.56 SRiE
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Enable DHCP-PD : 2001:b010:7030:501:217-16ff fe03:c1ed
LAN IPv6 Address : |: 164

ISP {5 DHCP Y JTIRA IPv6 Sttt » fXAT LU T-5l 1% 5E DNS Al S5 et - SC2 0 ISP JR& 12Ky DNS fiiz
Fastit -

60



@
N

your future life

VPN QoS E&Z2pRhss

S o 1P Sl
o [FEMI

IR R LR - f5E P Mhhi(BElET S ADSL THERE) ~
Fip P ik
B o4
AR 1P bk =
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EfEFAREIS 1P #& - H i DHCP R 282 R AN 1P AVELE -
EXRBAVEE IP #&: H Al DHCP iz &5 83 L2 A X E 2 1P AVELE -
T T FHAY 1P itk H Al DHCP iz %588 0] DU o] & A 1P 4 -
TIRFEH IP S &: H A DHCP AR 55 23 AT s & o] & 1P B -
FEHALHFR: Sl n=ya = HIERE2 i
IP ik BRI & EALATHESHY 1P ik -
MAC Hhf: HATIL & HENLHT MAC 2& AL E -
EESEIL) N TR DHCP H %% IP Hihl-AFH L]
iz S BRIt ERZ A 1P 425 -
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DNS (51T BRI

A4 T F L DN Hds 2845 0 NE B DNS 2558 - SpA93  7 4010 ONS FiJs 58 - BLEQRIEHOZE
SESHIBERBEIDL W5, #IET DNS IRJ5 » B T ONS T YRR | » BT DU USRS A T Y
1P A S

© DNS BiT&#E

EZ =l (Ex; www.google.com)

e[ | [ [
R

erp.com==10.10.10.2

jay ==10.10.10.222

www => 119.160.246.241
www.msn.com.tw == 59.124.180.50
tw.yahoo.com == 10.10.10.199

| ilpsaE |
ENAAFE : by A FE AT SN R Y PSR A4 - B4 www.google.com
IP ik iy A _EHCPOYSSAAFRFT S NIHY 1P L o
MIAZISTN T R ASFHIRUISAEFRS 1P XN > AIAE] NI MR -
BRI - HHIBR P 2RSS R H -

MIFER !
(1) "iZ, 2IEH] DHCP e 55esiik 55 » DNS 1T BERHER S A =B -
(2) FREEF DNS 1T BORHE AEZERF DHCP ik 2525ty WISkl 55 (DNS) 1P Stttk B ARich K /
B e B BRIk 5% 1P o DU B » Rdskl 5 1P H AiliE 10.10.10.1 »
O BiERI(LAN)EOERE
mackgt: oo i et fee Js ]

( XA {H: 08-3b-ba-8a-67-b9)

BigERx: (o o o i

FRRS: = s 0 P
FfT LA DHCP £y DNS 1P $fthf: 1324 E B 10.10.10.1 DNS H 1T FURHEAYNS R A =488 (41 M) -

69



(D
®

yoﬂr futz‘;re life
VPN QoS E&Z2ptHhes

O KERHTIRS5(DNS)

DNS BB @) 1: Jro o fio l1_|
DNSEREREMA2 0 o o o

(3) JEH DNS HITBURVESS - A 1ETURNEN NI S P RIS AR - 2B NI ZE R
DNS il 5585 502 N W Bl {742 1% Y DNS Ik 55 25 1 TARAT -

ik ONs BT FOREER A
fEi% 1% 7E tw.yahoo.com FIE PR RLAY IP Hfrhil: 10.10.10.199 41 N -

© DNS Bil&# B

EHLEH - [tr vahoo. con (Ex: www.google.com)

Pt I_I_I_W

erp.com==10.10.10.2
jay == 10.10.10.222
www == 119.160.246. 241

0 3
ltw,ahoo com =>10.10.10 199

(1) ZETHE = HIZWr => AL

¢ EEBITMIT € Pinglit

Mzt (www.qno.cn): | Fia
(2) T ARJILA4FR tw.yahoo.com FHTEH/##AT

C ERBITM C Pingii

Mizisaz(www.qno.cn) : [tw. yahoo. com Fig

(3) fighfrtHi>kay 1P M4y 10.10.10.199 > A7y DNS H 1] SORHERTBIEAYNIML IP

& sk AT C Pingliit
Jfstiaks (www.qno.cn) Itw. yahoo. com &
E=t tw.yahoo.com

< 10.10.10.199
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8.4 1P 2 MAC Hri-4f5E

TEVFZHIR BN K ol 45 o > PN B3 A] U B 228 FH 25 FTER ALY 1P & MAC G1ETIRE » AFIH A
RE B TR AT LR(E FNS S M B RA B FEE 1P BRI gZmafth A - S5/haaid thThae th o] DURH g & 1 EA L8R
F5 a5ty MAC HEESRE - ARENTEA SR 5 25 B SO TSGR 2 P i > #RYECZA CAHEIRY—4 1P Ml -

IPDHCP ii&

DHCP ERE

DHCP {55
b IPSMACEEE
P EEHEE

O IPEMACESE

2T Ae e

=R I I I
gamamacstt [ [ [ [ [ [
:Eiﬁﬁzl

g

BN A R FRR

| S ERE T

I SRR IPHUHE SMACHIE T RIAIFR P
™ SR ERIE PSR P
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AT BABAP 7 2R B X DR

(—)FRZE AT LAE Y251y MAC Skl

IEThRE T2 B W ERE LA TR IR A MAC bk w] DUSE] DHCP Z3FCHY 1P ik B0 - SRAE SRR
MIEEERTS 1P _EX 5 SCRIRHIATEFIREEAREE EIRER TR o YEHILINEER > TNOZERERS 1P
Hi4HE 0.0.0.0 RATLAZEH » SHAM SR S0 E 8O e 5112 R AR MUEHI I - e A8 A R LAAAT < 30 FIE S
B

O IPSMACHESE

=l ol I Y I
gmamacttt [ [ [ - - [
E#fﬁ:l

B O

e

[ SERmERIRE P IPHLAE S MACHI T S RZA0F P
M £t i m R R A A P

()P Kz MAC stk ZE

BEThRE £ HAYZ LIS ERY MAC T RHNAEEIOTIE S ZEFE—EE 1P - BE5h R B BEEs R+
IP M4k 5 MAC HUEA TRV 7 ThREIEH - AL 2 R EVIEE 1P AV I RN BGET SIIRE E L LA E IP IV ITE
NIFE E S IP Y FEFEERT IP Mtk > MTE0A B -
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O IP5MACHEE

sarwe [ [

gidmmmachest [ [ [ [ [ [
am

g T

e

W et R Rz P IPHLAE- S MACHIHET 3 F7 g0 R
¥ St 4r e m ST SR SR P

BN P HIERE BEF A PR AT R

I R MAC Sttt o] LLER DHCP 22 1P [fi A —E /&5 EHY
A—~ 1P IBFEILFEHH 0.0.0.0 » RHYZEH ©
2. HERGRILE T EAEZSECEIE— 1P - NERHGATESR
SyBCEE I G I EALAY IP sk A -BAERT R A0E 55 25 2K PC I
BREEHMEEFEERIE— R P -

FirX NRY MAC Hfiik: iy NP E HIMR 5522 PC U] 7E SR MAC(PIZE 1 _EAYMIAE) -

R MGG E iy 2 Bt b A TR A 12 AT
HESCEETLL o

B BRLHLE -

BEIIEINS RS2 HEIIEUE EL R EE RS -

PR I A - BRI s AT RIS E -

g SYIRPFHENNG > A T ASHIEEH - o] S a3 b
HIGEE -

BPSESIFRT IP kS MAC AR SSNEYR = BRI 2)) > HE0E User BT REEOTEALAY 1P B0A 2
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FIFAR BT IP FFTEE L -

BRI E I ET IR PARBUENWA LRI T 25 > REA YR T B AEY IR T ARBUE S E DIRERT MAC
HhEE A EX

BRI AR M E SHTIIARY IP R H MAC Hi: -

BETORER EZ HHTZN TR PE AR ——EEG TR MAC LS REHTHE - RNV SIEE T
HIRRE - & > Ff MAC #tthik FafE AR MARE B - FrLlUAREE MR - st UEFIFTA U QoS
g igs HAERIERN MAC #ttht - ZRE ERHERLRASMEIE SHIERI A - 5551 BREHERB ALY
TERTHAE MAC SUHHBIAE BERAS - MIFRIE A IR BB @ TR EHT 1P R -

{2 50 2 BOIP #HEFISE - Windows Internet Explorer

|e mpaz0130.188400kep oML KGR
| I
IPihE MACHLUH =L B
101010104 00:17:16:01:10:b2 [ r
10.10.10.103 00:17:16:01:66:h3 r
10.10.10.101 00:0e:a0:00:1d:a3 [ r
10.10.10.100 00:01:80:37 flic 3 r
1010410107 00:1b:24:d1:af15 [ r
101010105 00:17:16:00:26:68 [ r
10.10.10.108 00:17:16:00:c6:8b [ r
10.10.10.100 00:11:2f5a:ac:9c [ r
10.10.10.102 00:17:16:01:94:38 r o
SRR T R0% -
FaR: AT DUIE ASGRTERE L R A Bt I O > mTRA 12 D7 -
s L BESEFT R E I H AR -
H%E: RHERTEEE LAY HARFEE] 1P & MAC 41EHIR -
EVi BERFTAEILY R PRI HIREE -
Rl - ORISR -
RH: RHIBEFIZR -
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F1. ~ Wireless TC£BRI%%

Wireless 25 FIATHEERIANITE + LSS ERTFHISEAUS - WLAN K36 » B2 o0 s BT 1 415
(P HE] QNO_AP_1 ) SSID SKIEREIL - 57 BORE T S5 LT -

» EFIRTE
EEIRE

& FimEE AN
AR EST
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9.1 EXKE

O E&M%
P& . 11bgn Mixed Mode -
E#: | TW (Taiwan) -
s HE1 -
WifiZs A RE(WMM) : | @ gpE O xF| HEMANEET
£gimgEe: | 100 (EE 1-100, TA&{E 100)
SEER: | O 20 @ 20/40
O SSIDPRAR
o AP i FA
&S | HA SSID FHE SSID oo FLH R oE e B
1 oE QNO_AP_1 wE 2 = w2 | 2
2 24 QNO_AP_2 wE | R 24 K | 24
3 e QNO_AP_3 wE 2 = w2 | 2
4 24 QNO_AP_4 wE | 2 24 w4 | 20
OB TR 2% B BEHUETLM LB TIRE
eSSy W (HE ALY T 11bgn Mixed Mode | H 257 T 11bg Mixed Mode |~ 11b
Only ;~T11gOnly ;~"11n Only ;-
e BERRRATEEZ - FHREPHIRAMLE > TW > HK > CN AR IA”
ER /AR
GINE| S5 ER BR  RIX S RSB I E LSS - 15— DR

-
i B PCEMHITEAR IS TIE o AR AT A A RS - e
"H3h ) ERGEE shEEE AT HRE -

Rate (11bg Mixed Mode, 11b
Only B, 11g Only)

PERE(E PR TE LS HAs - BUAY " Bah ) 0 R& S Hoh R L R LUAE
A EERCR

Wifi 2 A THEE(WMM)

EREE M Wifi ZEATHRE(WMM)IIEE -

Wifi 2 @R ) HE(WMM)

[ EMAEETR

H35h% B (APSD)

AR IEThRE, AR BN A PRI i AR M 4 = 15 JE B F TR,
F R AL 12 A8 FRIE 1 ELR R

DLSThRE
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Direct Link Setup(DLS) 5842 3% Jo 2% I h 4 195/ iy 06 201 [] BN S RF b D g 4 mT
i

E i &2 WMMSH

TS HCREHIWMMACE, I ABRIAME N .

O Wifi #Hk(WMM)

Hzh#& BEE(APSD): | © iz @ =y
DLSTh&EE: | © % @ =7

O EiLFHWMME

HhEWMERS RAZHED RAZZEOD  #HEs FRES | FEHER

BE(RX) 1 3 - 7 - 47 o B
M (=1 5) L 7 - 15 94 ] =]
Bitag(Eiik) | 3 15~ 63 - 0 o ]
BiEiT(Eik) 7 15 - 1023 ~ 0 O ]

5T

FIREHYA ST 100% » A8/ NTC LRI 5 i 350 - B ARV NS - [
{RA BT -

WUETE TS (11n Only B¢
11bgn Mixed Mode)

PR 20 MHz BIGESEE H 7R 20 B¢ 40MHz BT -

SSID R

ERFRGE(EHEIE SSID HPIRES » S T 4ekE ) FElnTdE AE WA -
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)ﬂv N
9.2 Z&TE
O &= SSID
&S 1]
RS omE  2F
SSID: | QNO_AP_1
BSSID : | 00:17:16:05:40:60
I3 SSID ©MpE O 528
APRSES 1| OUE © 2
BABE: ORUE © 52
O Z&2MiE=R
| WEERR : | 2F -] |
O WPSiti
| WPS: ME O 24
O WDS% %
| WDS: | OpiE © i
O iimEriE
| e e
ggmacs - [ -0 - [ [
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9.2.1 #&#% SSID

O % SSID
s | 1]
RE: OME  R=H
SSID:  QNO_AP_1
BSSID: 00:17:16:05:40:60
"3 SSID| @BrE O %Al
APBRE : | OEiE @ =]
FEAPE BUE © M
e 3X4H SSID Hy4R= -
R X4 SSID BEHEH -
SSID TETCERIALE FRIY TR © SSID XK ESSID FE(HTCLL LG AR INRT » B F SRR B BT TC 4R P 48 AL
FHHYE EPZERAFR « [E—MREEECT- PRI 2 AP 5] DUEF [El— 4475 -
BSSID [H: SSID Y MAC Hirdil:
J " H% SSID PR AT TN BRIt SSID o Z5 e R AN T LRI 48 5 P im B TC 26 P 28 R T A 1A

FIXGRE - Mol AT AR LRI 51k a -

AP [

JEFEATIRESG > NMIEEREEIXS SSID FHYE N i R TCA i -

NG

JEFEATHRESG > BRI SSID MHYEE Ui A E R RIS (F 2k) AV i > A
REIRMLENAIRE » FREAESS 274 /> SSID IRERLIHAE -

9.2.2 MR

QNO FREEDL N ER 2 - ISR M AN ST RE - AP 5T R/ T ML P 25

T—ECRERAL -
O Z2MER

PO

] K1

FE WEP

H= WEP

WEP Bz

WPA Enterprise

WPA Personal

WPAZ Enterprise

WPAZ Personal

WPANPAZ Personal Mixed Mode
WPAMPAZ Enterprise Mixed Mode
802.1X
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1. WEPAIEER
> Jf 5 WEP
> FL= WEP
> WEP Hzf)

LB T ITE WEP ) 3t T IEE WEP | BT EAMAE S P sl S AR IR REE LA AP SRE
"WEP H3)] 0 TEEZE Pl AR AR - #TE B AP BEE

O WEP#2Hig&E

misEd: =]

WEPZ2§1 : F4E1 28 | 64-bit (10 hex digits) [+ ]
WEPZZ§2 : Z4H2 2570 | 64-bit (10 hex digits) [+
WEPZ2{3 : T4H3 27 | 64-bit (10 hex digits) [+ ]
WEPZZ4§4 : Z4H4 257 | 64-bit (10 hex digits) [+
T Pt 4 iy Hh—A O IIEES -
64-bit (10 hex digits) TE1E WEP Z5HF B ARII%F 10 > 16 HEAI{E(0~9 ~ a~f ~ AP & Z 4 -
128-bit (26 hex digits) TE1E WEP Z5HF B ARII%F 26 1~ 16 LB (09 ~ a~f ~ AP & Z 4 -
64-bit (5 ASCII) BT WEP 25 B ANISF 5 1~ ASCI FRE(FESC SR ~ Bp MOy inga & 4h -
128-bit (13ASCII) THAE WEP 8 B AN 13 > ASCH “ERHEESCFB) ~ BrA)MO w24 -

2. WPA ERER

(1) FFH pre-shared key(PSK) HY Personal 5=,
MARFER T EINEEE R pre-shared key HY Personal 5=, » 41 WPA Personal ~ WPA2 Personal ~ WPA/WPA2
PersonalMixed mode ° IEffHATERE A 4% 1% RADIUS IAIEAR S5 25 - R ARiS 2 R B AR AR 2 P P &l i A0
AR -

»  WPA Personal

» WPA2 Personal

» WPA/WPA2 PersonalMixed mode

0O WirelessZ 4%

WPARES: TKIP @ AES Bz
WIS -
ZHEHEER: | |0 1 (0~4194303)
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WPA 7% HEFE TKIP ~ AES ~ Hzf) - FRIER HA R AES BUAA REIAE 802.11n HYLLLGHIER - A
THRETEM A E Fima R AMEE - 2k T E8h) DiERGEa s -

HBITHD A 8~32 FOLTFATHYETTH A HE AP B SR/ & Flnd B &) BUE N E— a7
15 > EAM LR UL R I R -

FHIECTEIRE | WPA/WPA2-PSK (i FHHYSRUASAEE ENT (R EE R AT > n] DL R S By ] (A

(2) Enterprise {3,

A FH WPA B WPA2 55, » F55499% RADIUS AIEAR 523 E T E R »
»  WPA Enterprise

» WPA2 Enterprise

» WPA/WPA2 Enterprise Mixed mode
O WirelessZ2#E

WPAEH:  © TKIP © AES © B

EHEHER: |0 F (0~4194303)
PMKHRIR : | 10 4
FASEIMIE: | © gF @ %7

O RADIUS &5

PHb: o o 0 0
RESEHEFO: | 1812
HZEH: QNC

SiEiEn: |0 # (0 or 60~999999)

WPA H7% FEAE TKIP ~ AES ~ HEf) » T3 E HA R AES BUEA REIAT] 802.11n HYTC A AZ Ml -
BB TR AR i (AR RDE - 2eiE " 35, DUERGEENY)HL -

R S [A]FE WPA/WPA2-PSK {5 FH Y S0 2 A [E] 2 I [ R R 4] » o] DU & B B2 AN [R] (RIS

PMK FRHL YRR R 2 DRI 2 R > BEINRE I iE BAME R - ~ SRS HAEE

(WPA2 Enterprise) | fFINIERIEE > DUETHY PR HUC L 48 7 55 T I A ERR e

SR PSANE RV ISR AR T2 A B — DI I SRR TSI — e 2%

(WPA2 Enterprise)

PEINIE - DAIIZR S e AR T IERR P -

IP 3k

@ A RADIUS TAIEAR 55 2804 1P H#hl -

e 55 2 2 T 1 Hi A RADIUS TR 55 gsAv i L -
R i ATNIERTHARY I35 -
e EEling A DA LERRYZE NI (] 5 55 R B XM R] > SRS HUELE -
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3. 802.1X IATFRES
802.1X =, » HFEHZL 1% RADIUS IAIEAR S5 28 E/INE AR -

O RADIUS 5558
IP #edik: | |0 0 o 0

M@ 0: | 1812
HZZH 0 | QNO

ZiEdamt: | |0 1 (0 or 60~099909)
IP T A RADIUS INIEAR S5 2307 1P itk -
fRssesmifieg | F A RADIUS IAIEAR S5 23 @ g 1 -
|
2R Fa ANERTHAY L =24 -
ESng e i A— DAL R BV ZE RIS [R] 5 35 R B XM [R] - SIESHHE LR -
9.2.3 WPS & 5E

1E Wireless 22415 7/ WPA Personal ~ WPA2 Personal ~ WPA/WPA2 Personal Mixed Mode B » A3 H 1% & WPS
IHAE o &t A WPS EfFEZ0RT - SRRt RF 2 o05h > 5 2 S pP a0 e AL B LN S 45 R R -
O WPSigE

WPS: | ©@#iE O =i
FEBRA AR - | 26988139
WPSHEH, : | @4~ LiFHS(PIN) O #FH(PBC)

E3
1. {ERDASRIRFF(PIN)IZTE WPS
(1) sk T BUE ) WPS
(2) AU EE & PIN B - SHE AN AFRRFFPINAYFEL T 5 FEIRE - TCE A& ik & i
AR 2509 N AFRIRAF(PIN) ©
(3) HESE M AFRIRFF(PING > it 2k ) PEIN PRSI AEERE WPS ~ Ul ZEHTEEE - WPS [T S7gi#E -
(4) FETELLMI L8 ik BN WPS S & A BRI

2. (F 4 (PBC)IE E WPS

(1) 5t THOE  WPS

(2) R)#EHA(PBC) » £t T IERE | BB RR R LAY WPS #2525 5 Bheh » HE WPS (TS 5Tl  JLHT Pl ik
T AAZERE WPS ~ Ul S EERTRERE - [EREY » TSR Pl s th R EIAEERAE -
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(3) 1ELAMLEE Pl WPS B A A ERERY) -
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9.2.4 WDS & E

Tk A i (Wireless Distribution System, WDS) o Z 2151 WDS 4 THER 12 P 2% E .25 70 26 by 28 PN oA
WDS 55 - DUEMIEA MBI -

S
N’\(e\i &V
&
WDS Link V2

o =

Wireless
= = =

Internet
,

w7
192.168.1.1 192.168.1X ey,
~

1. B EEHY LAN IP ZE % N [E—ERHYARE] 1P FIA0ERAY 192.168.1.1 5 192.168.1.X
2. BIRFENLLFIEEH T2 (LLEEFELATFER)
(1) FAEE

O E&M%

m) FIL2i8E | | 11bgn Mixed Mode =
B : || TW (Taiwan)
m i [gE [0
WifiZSEARTHEE(WMM) : O ¥5E O 26
EHThER: | 100 GarE 1-100, FHE{E 100)
) HEWE: ©20 ©20/40

MAE WDS BT » AT T, RRALEE 20 ¢
(2) ZERTE

O Z2iEiER
| m GEER : | |2 -]
7
3. PGS EIETTIE WDS fEzt - WDS 15E E 5 T 76 MAC Hil - WDS fzt T SR AT 8 A AP Bk
SHlfaEER .
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(1) AERCER P ERHES (A0 T E)

O WDSZ %

WDS: | e@&ns OxH
AP MAC :

AP MAC :

E
E
AP MAC: || ||
AP MAC: || ||

s EEH SR WEP > 2454 B sh248E WEP DU B4R FE N M EEPUZH AP MAC » SE A RHE LB -
i T

(2) BES
€ 192168 1 1/wifi sca

(D) 192,168 1 1 /wifi_scanList htm

FRERSEIA | QIEEAFER AP ZNE R TR ) $EE

-

i

QNO_AP_1

00:17:16:05:40:50

NONE

11b/g/n

Hermes

42:4a:03:69:a5:09

WPATWPAZ/TKIPAES

11bfg/n

Visitor

52:4a:03:69:a5:09

NONE

11bfgin

QnoFAE

5cd9:98ar19:ad

WPATPSKWPAZPSKITKIPAES

11big/in

50:67:10:02:71:ce

WPA2PSKITKIP

11blg

Mobile

40:4a:03:69:a5:09

NONE

11bfg/n

APCSET

00:16:01:29:db:12

NONE

11blg

CognexTaiwan

00:16:e6:3a:93:05

WEP

11b/g

AN e a(la|lalala

dlink

cc:b2:55:5d:23:5e

WPA1PSKWPAZPSK/TKIPAES

11b/g/n

Visitor

62:67:10:37:c2:13

NONE

11b/g/n

5 o

FredS

00:1¢:f9:07:ba:10

WEP

11bfg
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9.2.5 ifj[a]3 ik

FRURNEE "B, 5 T, o TR [RNIRHEZMACHNIES R ERYTEAM LB P
HLL TV [RNEHMT AN - REEZ A EMACHAESZR B TEZ 48 2 w2 -

O iiaahs

e e

ETHEMACHEE -

EEEEE

G5 IR

B | A BRRELE MAC HEELIRR AT P S A2 -

ST AT MAC HIFIZE TR 4 2 P 2 2 o V2% -

BN MAC B | ik © B A MAC et DUES FEITZIURN] - 4ETEARER /% P hR R ~ 201 L
f: BT L E RS SII(E T 00:11:22:33:44:55 | » By AN -

9.3 ZFFImBLE

T E B L A I 7
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O E P IREEHLIIE
MAC HehHise DHCP IP LG ssID Rate

D8B3:77-1C-1D:0C 192 168.1.102 Android_356440043044963 QNO_AP_1 65
04:54-53-74'DF 1E 192 168.1.101 TINAmato-iPad QNO_AP_1 65

MAC Hf 1 T M 28 %1 MAC Mt -

DHCP IP LT ECA TR ML Z FEY 1P HEHE o

FHIAAFR B LML R IR TR o

SSID TCE&ALE 2 T ARY SSID ©

Rate S5 IRETEE%) -

9.4 LR BT

O {&ik%it
BRINZEFIZR AL 0 | 470338
HER M : | 12228
BEAMMAMER: 14
BT EHCTSHAIRTSMZ R : |0
BEWCTSABMIRTSHIEA : |0
O Bt
BRI MIPIEE & - | 3861403
B3 ACRCI=MIFIHEE : | 3337781
¢ BRI B N 2R B A
FIIE AR 25 L RCE A I 28 B A -
EHIARRIIHY S L S BT B R R L
EHIAR A S L AL REIIRNEH A RIS LR -
R CTS HY RTS 244 FCTIEUL CTS IFHY RTS P& EEE -
FEUZ CTS LN RTS 284 P CTS RN RTS 28 BT -
R A 25 L HEBAHIMN A EEE -
P& CRC HHEMNZE AL B E A CRCAHRIRHIM B BLELE -
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B -
SRR | KB TR R Kbit + AR IR R TR b
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B ENLOP Hbk) & AT I X 2 KRV TE

FESEFIATA 1P sl S R B -

EAFLEAUNEYIE - HFRRATA 1P SR 55U 1 e S B (PRI H 58 21 oA ]

ez \ THH e e

) SO o

2l

WEE M R R RSN - B
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BARFTER - BT T ST A FE A TE A R B AN 97 PO b i (ke (RIS
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TR MU & — 1P ShhE R R/ NAT RV BE” Q1> 1P i/ N—E A 2kbit/sec HIPRILE © A BEEUE »
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B RS R T A -

95



@)
.\\)\\‘

your future life

VPN QoS &z &ktHhzs

M SEAEEQS
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BEA B FF B BAR AIR K G NAE - BRI -
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K G T DB LI EAR A BT A TR P A SS © BRIABUE -

R {R3F DOS ¥ » 41 SYN Flooding » Smurf > LAND » Ping of
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L8 LR85 SRR R 15 U PUE R i Ut S SR AL R

BEAEEC - BOA R
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551 ARP s ¢ TS B L P P ARP BB TR 1B L% R B ARP i
0k S IR A 2L LR W A B B 1+ B
5 I - P DIAE T LBk S R B -
Bi1k Dos st L
BE@EX I EFMREEE REEMREEE

15000

A e EE 15000 | Packets/sec |FRA RS EEHE Facketsisec

BB —H A IPASEEE B EHE IU Packetsizec
¥ TCP_SYN_Flooding

B — | PRUEE A R E 2000 Packetsrsec BE—FIFIPEIEHEE[IEE [2000  pPacketsizec
P FIEEERR P | s 1B E R F |z
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R e e [0 Packetsiser BTAEIEMEE [Eo0 | Packetsisec
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B EE R AEIP F s HBIREERAEIP o am
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11.2 {{EHNEE

QoS Zr it A T 2 HEHY SRR NSRBI TR - B HEE ] DU SR AR R R & 1 B A R
HURNIZ: > SREER R B XSS RUIR o FFHEN AT DURIEAR IRV AR E - Pl DU B B
BT R M EREIS NI MANEF N ER > SR BB LA 1P Mkl ~ H i 1P Sthdik ~ 1P BRI UORESE
FRURMER] - B E ] DURIRSFRAVER KM E -

11.2.1 BUAE RN

EHE RIS FRORNI RG] - 7] PGSR M B0 fo VR IR R & W A RO AL © BUTRREE Y QoS %2
P& SR P2 HOI N S5 B f— B

QoS Z7 =R HH ERER A P £ FF UL 25451
* M LAN B %] WAN St BT A S 60 0T LT -All traffic from the LAN to the WAN is allowed
* M WAN B%] LAN A P SRR 1T LS R -All traffic from the WAN to the LAN is denied
* M LAN U5 DMZ Ui P A s (1R 1] DL -All traffic from the LAN to the DMZ is denied
* M DMZ Ui %] LAN S AT S R 0] LSS -All traffic from the DMZ to the LAN is denied
* M WAN I %] DMZ It A A S8 G 7R 1] LU -All traffic from the WAN to the DMZ is denied
* M DMZ Uil WAN Uit e 5 5038 B0 R AT DL -All traffic from the DMZ to the WAN is denied

BT ] DLE E RN BB QoS 2 s HIBOAFRER AN - (B2 LU T HYIUMERI MR S5 HE
KIITIE - AZEEEHEMNATEN -

* HTTP HYAR S5 M LAN Im%l] QoS ZeksHds BUANITER (0 TEH QoS Z s H<sHE M) -
* DHCP HYR 5 M LAN I %l] QoS ZeigHas FRINITBRY (O 7 M QoS Ze =i s H A HUS 1P HALEEA) -
* DNS HIfR 55 M LAN Umi%l] QoS Ze4=ipéhias BRINHERY (O 7T DNS i35 (EH) -
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P el DU X —4% VPN BRIEFER P R — D A A (Tunnel) 50E 2 H—BE & P AT A

(Group VPN) » & H—EFE AT RN A AT & MR B R o AR IREN — R Eft—HE AT
fEH - PATIE B HY R -

FERFER (Tunnel) BITEMR:

REBEES: |2
RS 53

EOfr A |J"ﬂﬁll "I

B

P E S SEE QoS R RS N VPN THEER - 1E HeRE EELERY Tunnel
BiEgS

B IR EERE LR - 40 XXX Office » N EVE A — LU LB EIRER
W SR MREAIRENY AR E] > DURIRE

B E A
TR IREEAIE B AR EERHE VPN 1GE N i UEt
B IE AR S R A E AR ILE - IERREA SIS | -
VPN FECTHf: AT DL — NRE AL BN I VPN BRAERY 1T 53
RS CYBERUE BRI RFIE VPN BRHETTS o IEUTHABOARUE - HIRE ST

JE T ARk ?%Eﬁo‘%ﬁ% HIXE °
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AL P 4H % B (Local Group Setup)

LT A ASHI P 2 5 43 25 ( Local Security Gateway Type )WhZii S i BEAR N 93 5 5325 Remote
Security Gateway Type)fH[H] o

AU R B 53R AHUARINESRA - B AR E %8 - 25109
AP

IP + Domain Name(FQDN) iAiE
IP + E-mail (USER FQDN) AiE

/75 IP + Domain Name(FQDN) IAIE
Z075 1P + E-mail(USER FQDN) AT

LI H YA 52 5 53 258 ( Local Security Gateway Type )1 5 1% 1
TCAZA 42 B 45 278 ( Remote Security Gateway Type)fH[d] ©

(1) (A IP:

ERHR 1P SRS > VR EIEE AL 1P sthhk AT DI AUt R
285 QoS R RS HY WAN IP Hifk - Ff= HE AT H 2R
EAFEEITHINEE -

RIMEX S f2n: [T =]
et B F F P

(2) IP + Domain Name(FQDN) A iE:

IR \P+RUIE MRS R AYIE - 5 AP 38 I PS4 PR LR 1P
HHEZRIG QoS 24k FHERHY WAN IP Bl - = B it A LI H 2248
W TR TR THIMEE - FQDN 25 FALAMRELR P 4 7R
HILES  AEAE T Internet _E 0] DI HAYE] 40 vpn.server.com ©
L 1P Stk LR ISR AA TR0 5 I AR /Y VPN 22 i 2 18 B 2R AU [
A DUERSERE -

2 Hi o B i 2 IIP + Domain Hame (FQDH) LAGE ;I
Piag: o 0 o o
& ||
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(3) IP + E-mail(USER FQDN) IATE:

R P RN E AR RIS - A EIEE AL 1P stk D
B F TR E AT PAFHURE RS - 7805 QoS 27 &= & =5 HY WAN IP itf
fik > R ESPEARIEZERN - EAREEATIYMEE -

K 2 |IP + E-mail (Uzer FQDH) TAJF =]
Pt o o g o
M || @|

(4) Zh75 IP + Domain Name(FQDN) iAiLE:

EE G AN P Mk ERE QoS ZF g Hiasiy - A DUZE RIS AY
HERE VPN > o HIEARHY VPN REDRS QoS LR HIEREY) VPN
BEAL > QoS Zra=Bg s Rra T Hase b ImMIEE VPN Rl
PR PSR RE VPN - 1B H A RIS AREI ] -

2 B {2 I@?&IP + Domain Hame (FEDH) ME;I
Ba: ||

(5) ZIZ5 IP + E-mail  (USER FQDN) FAIE:

EEIRE AN \P HEERE QoS 27 =it Higsiy » ] DU SSRY
HERE VPN (EFE AN A P 3L > HIRAY VPN RISREDRS QoS
RS HERES VPN BRFLIN - QoS Zea=iérhigs R TR%e
Rt VPN BRAEHAL; SRR S RERE VPN IR A TR AR
F E-Mail LBz B RIA] -

MK S {HIER: | [FhEIF + E-nail User FOIN) LAE 7]
BT | @l

o

BER S EA DAY VPN BEATLFHEEAL » DU AL R T A
I EIE - SRR KBS LS

Az

o
fi#

A\

(1)IP HihE
BEIUH 79 SR VRIE VPN BRERAILS A5 AL 1P stk By A st i+ 5L
AT LABRAIL -
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A HIER: | TrHihE -]

1255 5 e PR T P

DUERTBEEZ )t VPN BREHAL/S > T 192.168.1.0 HYLLL IP Stk
HYTTSRATL AT LABEATL

(2)F Ak
BRI E 9 SuiF L VPN BREBALS - & — & T L R EH At i+ FALET
AT DAFEAL

A 2R |?W -]
128§l PR I P
FH#ER: |55 |55 255 o

PLERTEE S 21 VPN BRERALS > A 192.168.1.0 » F-Ryf#hS
“}J 255.255.255.0 I EERAER TR AT DL S e VPN BEATL -
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TeAEF P EE4H % E (Remote Group Setup) :

O ZEAFR4ARE

ERFXE fh2er: | [FHT =
[P = | N N

IETT H BV AR 9 5 5325 Remote Security Gateway Type) il S iR N i AN I 52 5 43
257 ( Local Security Gateway Type)fH[E] -

P NS ESINTEssitR TARAISIAESEAY - 5 AAHRIEEIE 28 - 735800
AP
IP + Domain Name(FQDN) A1l
IP + E-mail (USER FQDN) TAIIE
ZhZ IP + Domain Name(FQDN) AF
ZHZS IP + E-mail (USER FQDN) A

(1) {ZA 1P:
EIEHERAUN 1P SRR - UFEIEE AL IP sthhk AT DI AUt R

ERFAXS 2R [FRT =l
[TPHE I [ Y I

AR R R T RZ 2 Py (P Sl 00 BT DU AT P Isk 2 PR 4t DNS
Resolve >R DNS F2R% IP Mk < HAFE B SERSTE Summary HY#T
FERIS T T TR AR T NI 1P 3tk -

I FIC R M | TRITP =]
|IP by DS Resolwed =l

=i Z L a] DLE T Multiple DNS Resolved SR DNS Bk IP Hirdik - 3 H.
B SERUETE Summary HYZLAE ST H B R AR NS RZAY 1P sk o
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I FOC B i 25X |1RFFJIP =]
1.

|IF by Multiple INS Resolved »| 2]
3.

4.

(2) IP + Domain Name(FQDN) JAifF:

SRR P+ AR BYRTE » 1A P Stk DUR BT Sa Y i
#FR FQDN 245 EAAFRLL R U FRRIZE & - (& AT DU A —
AMFFE FQDN HYRUBAAPRETE] ot 1P itk DUR RS A4 R0 201 S e AR Y
VPN 272 SR e B SRR A AT PUE RS 32 -

R P E R 2ER TP + Donain Name (FQIN) IAE =]
{TEHLAE =l fret ] fso e a3
B |

BN REAZRY P Hrak o A] DU I 2Rk #. DNS
Resolve I DNS #5550 IP bk ot PIEl ZHRWVAIIELFE Internet ]
BRI o H HAARESSREAE Summary HYZCR2 R NI H 20 2o
AR RZAY 1P Sk -

TR FX S 2EH: [IF + Domain Hane (FODF) IAIE [+
|IF by DHS Resolved =l
Ba: ||
Bt 5] LU T Multiple DNS Resolved Si:% DNS FEEY 1P Sthdil: < FF .
TR ESE RS AE Summary VA2 5 1] 7R B AR AZEY 1P Skl -

iR F G 8 2K IIP + Domain Hame (FQDH) LAIE j
1|

|IP by Multiple INS Resolved =] 2'I
3.

4.
Ba: ||

(3) IP + E-mail (USER FQDN) AGLE:

EIREERE P LD E R TR SEAEIE > R EIEEALL 1P stk DL
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BT A DA AL R A -

ERFAXSHIEN: [P + Enail User FAIN) AE =]

[T [ Y Y

TR || @l

B RN AE TR Y 1P ik N a] DU o P 2 FREE Hi DNS
Resolve Sif DNS E5j% IP #rdil: - 3 HAF 1R B 58S IE Summary HYiT
FEM ST E RN 1P HHE -

IEEFXAHZE: |[TF + F-nail (fser FGIN) AE 7]
|IP by IHS Resolved | |

BT || @|

=t 0] LU S Multiple DNS Resolved S DNS F5% IP Stk - 3 H.
B BESERIETE Summary 1YZEA2 52 T T o EHAE YR 1P gl o

EEFCE IR | [IF + E-nail (User FIN) DAE 7]
1.
2.
3|
4|
HFIERE: || @|

IF by Multiple DHS Resolved v

(4) ZhZS IP + Domain Name(FQDN) JAiLE:

EIEIRE AN 1P HkERE QoS Ze R hiasit » TR DIZEREANES 1P
HhEAO b EAAREAR PSR AAFRA S &

InEE FC B i 22X Iﬁt‘ﬁIF + Domain Hame (FQDH) U\iIEj
||

(5) ZhZ& IP + E-mail (USER FQDN) AILE:

e E RIS 1P HUHEERE QoS L g HasiT » AR DIBERE IS AY
HEFE VPN - LAY VPN R EERS QoS 2 4=tk =5y VPN HEAL
if > QoS ZaREHEs MEFHRKIEH MM L VPN BRERL; A
P HRF R E-Mail {7 BZERE T B -
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I M2 2 X Iﬁﬁll’ + E-mail (Uzer FQDH) U\Ej
EF P | al

IPSec Setup

O IPSecBEH
EHET I E: I‘IEFHIKEH}E vI

BrE1 DHiR B [FRE =)
Breu1 maEEsE: s o
BBt AR w5 o]
Br&1 safmia: [essoo |
mEMAEHPFS) ¥

Bréx2 DHEHREE: | [FEE =]
Brg2 mEREE: 05 5]

B B2 LAIF e B IMDS ~]

£
Br &2 Sas i E: |35nn #

HHEH:

| maE |

FR T INENHIFEERNE - BEP VPN BB N LA AR [E A 0] DUR L i 8 > H-T1%
BT TP L AR AR PSec 5 - TULTRITRONIIZIAEET “key” - QoS 224 Bt SBHR0E T DI R —RAHIALE
HER > 5H1Fs(Manual ) DLK IKE B EiIZE - IKE with Preshared Key (automatic)Z1 N &IPS ©

EHEETNN

BEEIBE N L B VPN BB A RS L b s - D E — AU S - I
THEB I SEWIN S AR S E S 240 [F] R B0 T 20A B 80 Auto (IKE)EGE -2 Manual 8 —F
TR BRI — i E T =B |
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O IPSec BT
EdeEhE [ERIEDE =

Bi 5 1 DHER EF 4 |§¥$ﬁl vI

BrE1 mEERE |DES vI

BrE1 AN E & IM]]S vI

B 1 SAT 2 E: IZBSDD #

o3 BIEEIPFS) [V
B 52 DHE 3 EF4H: |§¥$ﬁ1 vI

Br&2 mERE L IIIES vI

BrE2 iNIFRE |MD5 vI

Bt &2 SAf R E: |3E-|:u:| #:

HmE: |

| EaiE |

{5 IKE thE:

BT IKE P2 AR 20 SR I SIIE iR A (E 3 A5 N5E 2= % %3 PFS(Perfect Forward Secrecy)
USRS M PSS I ERAY IKE VB RE = AR AV EE 0L E A Bl — P I E ST - 24 PFS UES 8
7l brute force SEHIHUE 1Y% %% (hacker) /AR MG [R] A » F— 15558 UG5 -

®  524|lfi[E224%H (Perfect Forward Secrecy) F51A0E PFS ST A)E /S ACE-SEAMYILE VPN 1455 B2 VPN
Client HEt PFS THEETTE -

® IHER VIER 2 DH PHMEEA | TULMEIIET IR Diffie-Hellman BEZJ75: Groupl 52
Group2/Group5 °

o RER VMBS 2 INEEE ¢ LN BTN E 1R E I VPN BREE RIS E » HE R EIRE T
SEUINS AR I S 50U [ :DES:64-(i N5 ~ 3DES: 128~ N ~ AES: H L 2R3 T(E
BENNEAARAE - BSRF 128 iz ~ 192 fir Al 256 {iL YL -

® B VIER 2 YIEEE ¢ IIRIFETNAE LB L VPN BEE MRS e HiEFELEL
SEI S ARSI SRR “MD5” B “SHAL” -

® [REZ 1SA HRUETE] : A I RS A T E] » S BRIAMEDY 28800 F(8 /M) - FIH A % [A] A
#9 VPN BEHL > 2 B ol T ARG - BaifVERE T R DA (R4 -

®  [fEZ 2 SA RN [E] Y IEACHUE TG HYARUN [H] - ZGEERINEY 3600 F0(1 /) » T-IHA ST (R
i VPN BAHIL - 22 BT AU E)S - B EhHY AR CRIA B G DA R 2
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® LS LT Auto (IKE) X A A —HATHURE RS T “Pre-shared Key” B fEIERY
SUBREE test - EAT LU AR BB SCFHIACHERD » R G0 2 B AR ARVE T BE SCF
HIAZHUEERD E shEE R VPN BB HE B A HURE RS 5 96 AT LA, E A o BB S P A S i i = P i
A 30N FHE -

Advanced ([ E L) R AL LA 5 A B sh38 i 41 55 H (IKE Preshareed Key Only)

O S&BE

[ Aggressive Mods
[T {#M@ IP Header E4EHE
il
A s/ M0s o
™ fiF NetBIOS B B
™ SREAEEENAT
¥ ReEpMTELOPD) SIE[0 i
- 1= S I O R
aEle i smsenitea s ox
 piEEE:
wigR: [0
% [WAN [

1F QoS ZF 2 H& FS3m#EE BT H & > 435074 Main LUK, Aggressive (P25 515 » Main mode & QoS
PR ERERIA VPN (R, - 10 H S5 A ZEEE VPN &7 5 B ERE 5O -

o  FFZLfHE (Aggressive Mode ) 1 K AR IR KA » AIEFZIAS 1P yEFENT - 20 T hlsREZ 4
PEENH] -

®  {ififf IP Header [E4EMINY S ILIH AL - MEFEAY VPN BXEF QoS ZAeig e Soff IP £k
T EAYEHE(IP Payload compression Protocol) ©

o FPLRREFEAIL ¢ CEMLERILIH A o NEREY VPN BRE h SRR ORFF L SR VPN R 2 il - It
{EF 200 53 BIAR TN S BT HYEEEEH] » SR TEREE P sthhkAYITiE ] -

® AH IEFEE ¢ AH (Authentication Header) 38 iF 5 LEPEEIAR R, » T %5 MD5/DSHA-1 -

. fmfF NetBIOS [ HE4HEELIEAS | ZSUEFEILIN H A1 » NUAEREYY VPN i 2 ik NetBIOS [ HBAHE
i - AT Am:&; GRS 5 o (BRI 5 AL VPN BERASR AL AAA |
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FRVFEHEE NAT & Fo ¥ VPN R DUZFIE (LT QoS 222 kg FH a3 Al J7HY NAT AL

R TIILIAE(DPD) < 5 HE R RE I H 2y%% - NEREAY VPN [ - 2 g AT 275 HELLO/ACK TH/ZAHE
RO VPN BRERTPIR TR BN - S5 —ImlT2el] Qos e hss& Halllsk - A
PRI - (HF nT LA —2k OPD TS AR B LRIt A - BRIAME 10 FD

LBk © VPN Tunnel 0Bk MITHEE

ERBEETE - RAZEMEZE ICMP 251E VPN iEE A f ik 55 a8 LV - 2R ss s E a2

IRt 2L - OSSR FTERNIE 7 VPN SRS B AMITE - 52
U1 VPN STEERES - 516 T VPN IR~ - RIS ST VN S 500
BT S AT T VPN

w2k I5Es FERZANPALE TT ST B o PLAR SR bk B i 2 o] DA F i R 45 2
7 (Y BT LUSE A VPN remote Sever LAN IP » i1 AR ICMP HYAR S5
ZRHhE)

B TR] (B B - NP MPEMLATT I g B Bt (5] (F0) » BRINME 30 7 - T- VPN 775 - 456% 30 F
Z 1ICMP (T 5 R 55 SRR S -

BRI - ERATLAUT I B 2R » BRANMEL D TR - A S IR AT B X2 88 2o A e 2

RS eI A NI - TR VPN 2R il |

*OLBKAT DPD ZhAE - ErRERS(RIE VPN Liﬁ%ﬁﬂ@ﬁ#ﬂﬁ% o REIVE /D@Eﬁftxéﬁ%ﬂéiﬁ
Y VPN A2 & B bk IPSec TX » BRAESERK VPN JEE I - DAFAZE VPN 3BT ~ HH
TR

VPN [ 18 %1%

IPSec VPN ] DAYESERM A i Hh e BT 45 48, 8 T S 150 1) & 3 v T e o5 P 5 $R I BR T S ST IR, 1
VPN FEE CREFIALA 23 R W R0 e . VPN BE T8 #4548 75 215 € I 0T H -

R R: (EILALIE NG FE G 1P AL B B2 A4 W SO A2 M S8 FQDN B2 E-mail tAiE
R, MIEAMRE 2 E, 2 H 3NS5 M B80T IR M R E «

MR SG: 7E UL PR A SR A A P (0TS 1, TR 2R B USB 2k
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13.1.2 PPTP &E

FEESZRF Window XP/2000/Vista £ PPTP Xif Qno [/ K /I Fas iSO s P > LR IR S TL AT 7 {58 F e
P IXEETT VPN BERL -

M #%% PPTPERFE
PrrPRtEs: 0 zogewem [ zamms
© PPTP HFfEAIPIEH
‘Pt : 10.10.[10 oo

wgipidt: 10.10.[10 [230

O nEAPFER

ARE: |
=8
vy b
IPHIE: & g AE
C fempit 10010 [
| BiERinsiE

1=>10.10.10.204
ryan=>10.10.10.200
test==>10.10.10.201
tony==10.10.10.202
2=>10.10.10.203
suro==10.10.10.221

il

BUE PPTP R 5523: LR FEERIATLUS F A SR Y PPTP R d54s -

PPTP HIF{ER IPSEH: TR A PPTP IP #EBERYSER > HHAYE R AL AE
AEAARHIPIZEHI AL IP o
#ah 1P HhE B ER S P ALE -
ZE 1P sk R FE RS P EEAEE -

ZREMAFEE -
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R4 TR A AR A B AR -
SRR A SHEIA: W AR BN S S - SRR A IS E -
IP Stk (LEENLSIHEC © AE PPTP FH P 1P SERELZ N > BERLSTECHAS 1P 245

FRINBRALAT i A e o
(2FEIE ip stk fREE— e H P EREIHELES - 4E PPTP HI {8
FI 1P SE R B BC RN E B> 1P itk
MIFER !
H Al PPTP I/ IP FEBCER - AL - sl 2 A
SEEERY 1P > Tk ) ERFEEH 2R i - FEe I 2 ts
JEIETE 1P ©

PTIAZINS RS- R B E R 2 N YRz G

FEHY PPTP @RS © BoRFTEEFER IR~ - SIS & 2R~ 2 (P HihbFI PPTP & Huiy bt
O PPTP Al FxEENXR

HF& i faliall: b I mIrh
testdnt G0.248.180.226 192.168.1.151
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13.1.3 BB ZEE QoS Z2FRHESTHAE (VPN Pass Through )

VPNEE ]
VPN S
P 27 P °E
EP RN PREE

PRTPERE
PPTPER
PPN R TR

&g O xH
IPSec BIEAYTE:

 EEEiEED O TEREEO
PPTP BEATE: | & @ O xH

L2ZTP BHERTE: | & mE O 24

Hzhe
IPSec IR EIZEE QoS Z2PE  FHEAEHUE #YIE N miF PCIm{ER VPN- IPSec ¥#EEIZEZE QoS
FHEsTRE: ZapgHes LAUE SIMNEB VPN S5 HEAL
I B SRR I (R SRS 55) 1£ VPN BEAJLZE LA Cisco VPN Server 5 Cisco VPN Client H R N A A
B TR ELZETTT - Y VPN Server ANEE3Z 55 PSE I [E—1> 1P 3t

TERRG O ¢ GREKZF) HEDUR[E]—> Source Port (Y55 2 AN » FTLASE AT
B Source Port » A EEFESE#ERE Change Source Port S JE L UDP
500 Y Source Port (5% 554N Source Port BEATL, » 364 Fixed 1%
F AR5 Source Port {/51L UDP 500 BEH,

PPTP ¥(BEZFIE QoS 2B  E2LEUE A9 - W iF PCUmEEM VPN-PPTP E#EEZEIAE QoS

FHesTRE: Lt Has AE SR VPN S5 AL -

L2TP ¥HEEZRE QoS 2B 2 EUE #IvE - M i PC Im{EH] VPN-L2TP A8 B12E7 QoS

23ThRE: ZapE e DUE S IMEL VPN B2 BAAL -

WEENGERIEE T “HE” EAEENARETESGEE T “HUN” AN E L E -
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13.2QVM VPN THEE I E

FETE QUM %51 VPN QoS Z7 & S FH 23 TR T = A EF M ThAE -
1. Smartlink IPSec VPN : f&2A%ETT VPN » BUC/E4 VPN T AV E 9 i » HEESEAR S22 1P -~ F
4 R RS ET ASERK, ©
2. hOEETHEE SRR YN B EIRY VPN BELIR 205 48 H A BT QoS 274 I 28 th ZEmi
R AN EE PO E -
3. VPN W& (odLH] ki E s SRR LS B MR By A B ORI AN SV BE 24 m] IR i -
QvM A FimidE
e QVM IHEE ) R s =
BEFEPHT VPN EHE QoS Z SR QVM F Pl o
O ovMEEZEA,

IQ‘.-'I'u'I H s vl

O ovM B P WEE

A=
= |oooooooo

BHATH [ceseseee

QMR [59. 124, 169, 235 J
(PHhE sk Eh 8 R
R jE
¥ (RS . dnfes |5_ S s BEhERNERE
¥ oo s
QWM SiERgiE | (IPHLU R Eh S )
Qv & BRiE2 ;| (PR 5)
Qv & EREiE3 ;| (P RN F)
0 S8RE
HROVMAPRES®RO: |43 =
QVM A ik A7 i AT QUM i 35 Ui o 72 TR L FH P 4408
g i AEAE QUM RS I BT A R RS
B AN : P A—REANE

162



()
Wap ®

your future life

VPN QoS E&Z2pRhss

QVM VPN (Tl IP #EaEERS & A QUM VPN AR 3505 (P Hthik ol 2 Ry iek

B[E4)

K& FEIEFEE Al AIBE F] QUM ZHEEBEIR &

GRIRER > RO PEESD  TLIIRE QUM BENLINTHT IS » SERTRIIEEREA (RIFR A (R] o B[R
Bk 1 1760 435

QVM FRRFIE ¢ R IR - QUM B IRIIRE TS o AT DI AR Z =

ETRIERE 1P BUZRIS A - — B n] MU0k S50 VPN QoS
A EESHI 55— WAN I 1 E 17 VPN BAAL - iR VPN il
FIkAMWE - PRIEEHEL 22

WEBMEERIRTE N “HE” IZHMEFENERELTE SR ~ BN HHA T AL E -
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+0U - HEHMERIIRERE

AEAE QoS L s SN TIRERT I E » WRNMNFTEREM S s1Edt Web/FTP iR 55% - ATLUBEHE
DU 55 B ERE R E IR B SE R > RIS RLER S F P s B R (AR S B e AR BB R P LR > — N — NAT 2j
RERVICE M RSLAR 1P SEEIL 1P XHRL - DR IS B SN 5519 e I PR S E RIS AW 1P B TR
S Web/FTP [lg 5525 52K -

14.1 DMZ/[E IR 5528
© DMZ & X4,
PEOMZIRSS 1Ptk 192182t |0 |
O k&%
fR<im0 IP Hht #wm i
Al Traffic TCP&UDPA ~66535] v | 1 ] O

14.1.1 DMZ & &

LR QoS Zeit thas N EBHIRE & PC BRI IP SELAEILE DMZ LTI - QoS Ze2Fs s WAN Iy &% IP
b= BTN LG PCEM - tELZE VA WAN I d RV EdEE - H 2N E T WEHIER—& PC» #ia(LiX
FIX& PC L -

FEFEFH“DMZ EAThRENG - EEEAUHILIRE A THE IR ERR L 1P LTI A 0" B4 A ={= 1kt
THRE(E -

s P AL BN B ST ENA T s BRI ENESE - Ad H0Y” BIEERNA AT s Bl E
WESE IR ELIERIANFE S EZ R A AR -
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14.1.2 EPIRFSHEE

EEEHFEANMNFER RS (BEfEXINTEIIRSS AL WEB ~ FTP ~ Mail Z£) » XA AU 5528 EH LN
—NERIAIE - A Qno [ K5/ Hh B39l &% 1P Sl » 25 iR AT S > (41 WWW Sy 80 BT ) »
HEFREINE L P AR S5 a5tk S5 -

BIAE % ERT T - BEITE A RS ea i » 41 192.168.1.2 FLIHIIR: 80 YLK » 244 NI 4R Bk AFHUX M T
INPRE:S7- VNE

http : //220.130.188.45 ({Ei% Ity Qno [k EE / E&FREHISMER G4 1P HithE)

JEi > whaimal pE A 1P k2 ] 192.168.1.2 HYREIEA_EAY 80 i CHEEUNTT T -

HEMISHARSS S BUE - #ALLERE - H R T IR 5525 898 T DU BEIAEALAY 1P Stk S A BT !
O HFHESE

ik {m] P HiutiE | i
All Traffic [TCPEUDPA ~65535] w I _ I FHEART v L

A3 - TR BN 1B HIRE AR 55 25 68 TR L1 SRS PSR - 41 WWW oy
80(80~80) - FTP Jy 21721 » "] SR 5 S W TSI |

ARSI OIRE - ISP RR R R T L A AES IR B > o] DR T AE i v s b B
NG SFIE -
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ZRIHRER FEHARE T IIHIRG REHE - G141 © A IEWAIRESGEIhRE R IRL
KA e

ik EENEGAES R LG H P A E B TR R e VIR - E R ERF RS HE
i o

RWETHEHRSE . SA T EREIRT SRR - EEEEEFAKHE

ZRKELHE URAIREEZN  WERREEFREHE

NS B IS T RERY 1P M S I E TR RHHE

PUNAE TN R E W H SR - 2 RIRGan T
EELAGHE

BENEERAHEER - HEENE DM MG S i gEeifHE - Z5HE  PpkEEH
A& o BB R AT DR H S R O “OERR L ] PUSBRATE HEd 3% - 0 NEIFTR ¢

/2 F4R B - Windows Internet Explaorer

£ | http#f220.130.188 40/ log htm 'l
H@E : WedJul 9 15:31:21 2008 EEEEE | | | ™

Hid & HE&EM =R

Jun 301219545 2008 Svstem Log 121.35130 229 access

Jun 301637445 2008 System Log B0.248.180.226 access
Jul 1 23:28:53 2008 Systern Log 12319527104 access _|
R T e ESUERY
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HZ NAT g :

EENE PC BRI R a6 HAE - BB & N B L stk - E Atk DU P (58 P A 28 TRk 55 Ui

O~ KREER -

/2 HENLTIRSE - Windows Internet Explorer

| | :
RE & Hk2X =R
[~
R T @ s [R10% -
PEA NAT 8 3% :

EEIMBHEA QoS P& HEsHI ARG AR HE  lEHEN SN &AL - H AL S8 T

SEER -

25 ) NATIRS - Windows Internet Explorer

# | hitp:/220.130.188 40/incoming_log htm vI

=4
| |

[
R T & e [ W100% -

Wi ¥ HEZH =7 -1

HREE -

U B RRATA H AT QoS Lt HesiyHEMHRER -
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16.2 GRS ik

QoS Z &t HHESHY R FUIRA SR IR EFRINRE vl e Bt A H AIRVIETTE - B /a1 45 -
H A CBRATLIRAS - 1P Stk > PZE SR E (MAC HibE) » F-IIfERS - BRIARISR - SR TR 5525 (DNS) - PIZE (T
o W EdEasE o FRVEIEEEE - 2R HEIEESEST - WEIRVEUER Byte JTESIT » (£1X
AUEHEEL Byte SR B - HIAVEHEER Byte JREBZ I WEIRVEREUE RS DURIR L ERAVEGEE ST

SUHE WAL > BRI > TETEEARERER -

(N EILL 2WAN HLF A 151)

0 Z&US

e FEREO J 2O S
NZEEE: eth1 eth2 ethD
HaisO s it HE
IP bl 192.168.3.108 0000 192.168.1.1
MAC g :  00-17-16-03-26-CE 00-17-16-03-26-CF 00-17-16-03-26-CD
T R 255 256 255 0 0000 255 255 255 0
TSRS 1P iyt 192 168 31 0000
i E iR Sl 192.168.3.10 0.0.00 ;
SER AN H - Mz RETH Mg -
W3 frI s B = 1758 2972
BiE RIS AR 1085 3877
SRR e 2843 65849
el R B B"tfiﬂ 261279 0 423041
zeiiRgs Bytfiﬁ 155810 0 2456424
aBrIpI B B"'tfiﬁ 417089 0 2879465
W Bytes/fly : 300 2156
3% Bytesifh : 0 30789
3l friaix B mdE 3 5 ;
i :
mOEF IR %k 3 5 ;
i :
HANSE (session): 0 0 -
SRS - 0 0 -
&g 0 0 _
Tt 0 0 )
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16.3 fESIT

QoS &g Hesfe /A M B R BHITHIE R - SRR EHEHE N T REA TV ERL S -

O EEHt
M
FEERESItHA |ﬁ"€'F§éiﬁEEEﬂ'%ﬁ =
HiiPih TE Hl R Bt =P FEwO ytesisec I

B2 1P S

FEREEIZR T EoR T MM A NP B HRIR Y 1Ptk - EFE %) byte SATHRYE L -

PlEmEst AT . [RCERERITIE +

FE#@EPHH ntes/sec oy
101010100 1395 100

N ECRERY 1P Hirdl: -

TEREEIR T TR T MR £ ERRIEIREY 1P ik - FA %) byte SRR ERVE L -

FESRESITAT . | THRRENEHRL ~|

FRIPHY ntesisec 1
101010100 grar 100
ez
Rk BB R EN IR

FERERIFR T R T DAPIEE R IR 55 0 R oy 25t ANIEE R E S 1 (R )byte SHIEE -
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RiamBiths . [RLEREDmT v

s HisOl vtesisec U
TCP 443 2862 493
LIDP 000 30 1
TCP 1863 4 0
RN ECR &R

FERERIFR T o T DARIEE R 55 b Ry 2E MM R R RV EE TR B 4t (Ef)byte SHIEL -

FEgmBHitA . [ reneims |

M H HisnO Intesisec U
TCP 2082 160 a0
TCP 443 70 22
TCP 2083 a2 16
TCP 1863 29 9
R EERERE

FEEEZR S BR T M I 2 3R (Dest. IP)HILHEFTEAALAY S35 L&Y IP(Source IP)Ar B FT{# FHAY AR %5 1
(Dest.Port) A/ BAE(# FH7 & (bytes/sec) S 47 LL -

FEsmBSit AT [RLERENZRE 7]

F PN E ¥iEmO HiaPH: HeisO Intesisec o

101010100 TCP 3802 59.124180.50 443 30 [15]

101010100 LIDP 4000 58.251 BO.BY 2000 g 12

101010100 TP 3803 59124.180.50 443 4 ]
IR BT

TEEEZRS BT MEIEILEET IP(Source IP)ME N4 MNEEHLAY H BYHAL B (Dest. 1P)IP Kz Ar{sE FIAYAR 5 I 1
(Dest.Port) iR FIAF {8 FH 7 = (bytes/sec) S H 4L -
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PESREHIT AR [RTERRENSE |+
HiPih B R His0 FRPH G FEsO wvtesisec %
10.10.10.100 TCP 3974 (5.55.15.244 80 T2 ar
10.10.10.100 TCP 3964 122116.228.7 443 39 20
10.10.10.100 TCP 3930 207.46.26.26 1863 36 19
10.10.10.100 UDpP 1056 168.95.1.1 83 29 14
10.10.10.100 TCP 3328 207.46.107 46 1863 12 i

16.4 52 1P BIBITDRES

QoS &g FHEs TR HEPIE A G AT PUEF S AE— 1P B— R g im L R & B 1P R ViR H HYHhE - s2 ALt
NS R AR 5 i 1 <L H #Y AT LT B B EE FR S IR PR TE AR 26 WAN I LI A 58—~ WAN B 1 >
WIE A 51 T A 18 I H St 1P S SR U B s R » 5940 > SRR A ALE(E A BT =X P2P 214
A BEdE Port (& & -

O IPERONER

W R

EEE |IPH11.iJJ: - | [ R N R & =1

" e TE¥E LiEwE
E&pt | EAPE | kERO  EBORE | Boemb AmRO BytesiSec | BytesiSec

FHE IP IR

EEAE P sthhk I A SRS 1P Stk - AT LB R 1P XS NBEALETRTE B B R w1 o
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g@ﬁﬁmhﬁﬂt 4 IPHy4E - [0 [0 | o | Jtoo =i

Heasn TR LEHE

F\rahd | EWBRE | kEsO | EOKE |  HRIPHRLE Bytes/Sec Bytes/Sec

10.10.10.100 TCP 3328 WA 2 207 46107 46 1863 1] 1]
10.10.10.100 TCP 3351 WANZ 59.124.180.50 443 4 22
10.10.10.100 TCP 33452 AN 59.124.180.50 443 18 4
10.10.10.100 DR 4000 WYAMNZ 58.251.680.87 a000 il a9
10.10.10.100 TCP 3a0z2 WANZ 59.124.180.50 443 1]
10.10.10.100 TCP 3803 WA 2 59.124.180.50 443 1]
10.10.10.100 LDF 6001 WAMNZ 58.251.62.71 g000 1]
10.10.10.100 TCP 3964 WANZ 122116.228.7 443 40 25
10.10.10.100 TCP 3977 WA 2 59.124.180.50 443 1]
10.10.10.100 TCP 3978 WANZ 59.124.180.50 443 1]
10.10.10.100 TCP 39380 WANZ 207 .46.26.26 1863 4 20
10.10.10.100 UDP 1056 WA 2 168.95.1.1 53 1]
10.10.10.100 TCP 3981 WANZ 208.50.79.27 a0 1]
10.10.10.100 UDP BO07 AN 2102223177 8000 1]
R LIRS

EEE N L I ARSI S - 5 LR R e AR A YR 1P IEAE(EH] -

sy [FERO =] Remn [0 =il |

sEpltE | EABR | EERO | BO&GE  Apesd | Bmsn | Tees | LEWE

BytesSec BytesiSec

60.248.180.226 TGP 2110 WeaNZ | 220.130.188.40 a0 471 884
60.248.180.226 TGP 2111 WeaNZ | 220.130.188.40 a0 a2 a7
60.248.180.226 TGP 2112 WaNZ | 220.130.185.40 g0 499 873
60.248.180.226 TGP 2113 WaNZ | 220.130.185.40 g0 a2 a7
60.248.180.226 TGP 2114 WaNZ | 220.130.185.40 g0 0 1]
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Bt E— © H ILIRIRRAE R

(1) QQ&EZiHLk(R

a). Ho# QQUHAZ A 2006 H » 4T QQ BT 7 AL RN B2 5 S b o -

b). 2 ZRLAERVELES - MPETNEEE » 1k QQEREIE M - 45E QQ(UDP8000~8004) 7 & E HYS 14
ST RPN ERE

O thiighsE

IRE%0 |aq [UDF /80008004 ] =]

[EEERE=] P |  f m|
BelPddE: o o o o g

(N TS N

EONE Irﬂﬂl "I

#iE W
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o) PRI TELS QQ Ui 1 > (RHE AN S dll A ESSK7 B8 A5 QoS FTfl BBV MESEcRE > T
) 10M SEAFORIES QQ TR > B MEEATRE -

O QoSTHUEM

BHER: © HBEEH C AR

BOME: M e Vo2
BB&#0 ; [0 [UDE/B0007E004] =]

R I C C I G TR
Beh: | LfE =]
RERHE: 00 kpiser  Soearmwe [EEE  Keisec

O HaREE— IPHEEE R
& HnEERE IPH S R .
g W

R AT

Qg [UDE/800078004]-30. 0. 0. 070 (_Ef&)=>200"2000Ebi +/ sec—WAH1, 2
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(2) [HEEA BT i a0

EIEREE RS BT M1 > AR B R DUEREE "DKERIRE" = "WAEE" SR e
[ JERF "TNSR (R BET)" FT A" torrent" BORERE AT ARG 1A P T 3 -

O RESRFHR KRS
& REFIEBRERRE

O ik iml Ay

r &

O MEHETIERT)

M &

s [orrent RERRELXRT)
[BRlrAmit =0 P P P @

| BHEES |

. torrent— YEhIPAA IEHIIE
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(3) Hreilp et R BRI 1)

FH AT SRR A LA V2 FH o Jasalbol o e o R o s R 97 B A P Ry 3o 173 ] E B P TR 18 B BT 1
(Session) R EIEfiNiE AL QoS L PR HEF KB AHL - DUT 15 S B tei 3 AH N L DUAZ 5 H Y -

a.y@ Ntk TCP135-139 > UDP135-139 A4 TCP445 Uil 1:

EEaE: |
PR |TEP "I

mOvaE: | = |

HITES [TCE/ 443 443] ;|
HITES Secondary [TCE/8443785443]
TFTF [VDF/69759]

IMAF [TCE/1437143]

HHTP [TCRf1197114]

FOF3 [TCE/1107110]

SHMF [UDE/161™161]

SMTE [TCPf25™25]

TELHWET [TCE/23723]

TELHET Secondary [TCF/8023™E023]
TELWETSSL [TCF,/ 9927992 ]

DHCE [UDE/ET BT]

L2TF [UDF/1T01™1701]

FFTE [TCE/1T2371723]

TCEF [TCER/1357134]
UDF [VDB/1357139]
TCE [TCE/4457445]

|41

ERiERgIsTE |
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b. F K35 B (O DO RE R s B A O L = 2 s L1 B4

O ViR E
st [FL=]
E4£s0: ||ICPITCE/1357138]
A%: [BE =]
wOEE: [EFEH 5]
E®@Pit: | [FEEE =]
Hegpidt : | [EE6 =]

FHIEIFERY J7 72978 04F UDP[UDP135~139] L K, TCP[445~445] [ -

R = AL T s

mal[1 =iz m smesl s F—T=>
R g SHaft | BEE0  BOGE k&PHiL Hopat | SHEE we B
= & = TCF [445] * 1R g FRRTIE wE|
=] & =H LUDP [135] * EMRY £ R RTiE] w8 1
=]l & = TGP [135] * 1R g FRRTIE | 1
P FEmO[ | PEA R FEfAR FRARE -
P OXE | ARO[ CEE e HETED Fiaeid
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(4) [HiE QQtive AT E IR E

QQLive WA EL B (e — TR AR SaB R > ST 258 SR — N ERER T R - s %
AN {E A QQLive HTEREER M » 5 T EEBORHVTBE - &Rk QoS ek gy HHIT & » (15 QoS %
RS R RR AR - AR TR BT QQuive AR 588 5 S A2 Bk o] DU X AERY (A1 - T HEIREX
MRIRERLE & Qno P imHMH R THREFR AR SRV AT 2 > ST QoS LR e IR E »

a). BEARSHIEE Web BELTTE » FE A DKL E" 0 Vi AN E” -

O TiFMmERE

sz |[FL=

B4R |PAmO [TCRAUDF/17E5535] =]
A : I;‘f—.l?ﬂ vl

EDEE: I'EE{EJEﬂ vI

FEPH : [FEEH

Bt : [28 | 5 o i Jus

O HmiE
weEEy FrEeE - | ] m | ETIEAER 2 4N

Fex FAA T A-TF A F A= F AM T AR T As

b). P WY FTHYE GIRLN AT RE RGN R DU AE “F RS MU E Y “EHIZnE”
PR A I PR IR S5 sl 1" et P A U C1[TCP&UDP/1~65535]" »#E43 SRIFHE 1" N “(E ATy K
R IP Skl e AR (ST KA o] Dodehe s s SR FHIREAS 1P B —EX IP /Y QQLive
BIETET:) - BAECEHY 1P HubE" 55 a i A QQLive ARZ5281Y IP #i#iE“121.14.75.115” (QQLive R 552869
P HHEA (E—  [FHFREEEIRNN) » &GN EE R E" /Y AR Fra i E)” - “BEE” 5
ANT—8 -

o). EHELLEAVERIEE R HAY 1P Hbk” BT HEALIT IP Hidl -
121.14.75.115

60.28.234.117
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60.28.235.119
222.28.155.17
AJEHIRY QQ Live fil4S © QQ Live 2008 (7.0.4017.0)

Mt H #H:2008-07-29

RIS AT LUBEIS QQLive HIIRS SHHE SR8 » i\ SE BOHTELLE QQLive MU ELHE L -
72 RAE QQLive3.1 FIRA T Ml SR BELESHY -
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B = : Qno FARSIRFFTIM

R MBOR BN - BR T A LS SRS ITIEI ~ 208 FTP RS a5HIMHRLpl + Bt —
DREZR PR S L BEOREN ]~ B REOR oL EUSAR SR B -

P ETFIE R FTP iR S5 45
AKX ¢ http://www.Qno.cn/forum
BREHEIRSS B AT
AT LU b e bk 55 TR E S KRB R TE ¢
http://www.Qno.cn/web/where_buy.asp
R

FEHI © QnoFAE@gno.com.tw
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